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Next, the court asserted that completely discretionary access is
disfavored, because it would allow officers to gather information on a mere
whim: "If this search may be deemed reasonable, nothing could prevent any
law enforcement officer from informally requesting and obtaining all of a
person's or business entity's records which had been confided to a bank,
though such records might have no relevance to a crime, if any, under
investigation., 77 Nevertheless, unfettered access might be reasonable where
there is legitimate need, but here the government failed to make any such
claim:

The People advance no governmental justification for such a
sweeping exploratory invasion into an individual's privacy. Their
primary assertion is not that it is essential to effective law
enforcement to obtain bank records without judicial process, or
even that the interests of a person in the confidentiality of his
financial affairs is outweighed by the advantages to society in
disclosure of the information.78

Instead, the government argued that the court should not interfere with
the desire of a bank to assist law enforcement.79 Whether beneficent or
intended to improve its public image, the court quite properly deemed
irrelevant a bank's desire to comply with a law enforcement request:
"However laudable these motives may be, we are not here concerned with
the conduct or reputation of banks, but with whether the police violated [the
customer's] rights ....8

The court did consider relevant that in modem society the "choice" to
convey information to a bank is not voluntary in any meaningful sense. 81

such disclosures.
Id. at 594 (internal citation omitted). Cf Miller, 425 U.S. at 440 ("[R]espondent can assert neither
ownership nor possession. Instead, these are the business records of the banks.").

77. Burrows, 529 P.2d at 593.
78. Id.
79. Id.
80. Id. The court further asserted:

[T]he fact that the bank voluntarily acceded to a police officer's request.., cannot serve
to validate the governmental conduct. It is not the right of privacy of the bank but of the
[customer] which is at issue, and thus it would be untenable to conclude that the bank, a
neutral entity with no significant interest in the matter, may validly consent to an invasion
of its depositors' rights.

Id. at 594.
81. Id. at 596. "For all practical purposes, the disclosure by individuals or business firms of their

financial affairs to a bank is not entirely volitional, since it is impossible to participate in the
economic life of contemporary society without maintaining a bank account." Id. "In this complex
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Moreover, the information, at least when considered en masse, includes
"many aspects of [one's] personal affairs, opinions, habits and associations"
so as to constitute a "virtual current biography., 8' This important point
would later be entirely neglected by the United States Supreme Court in
Miller.83 Even if most individual exchanges were disclosed not only to the
bank but additionally to another third party (e.g., checks drawn on the
account), the privacy implication in obtaining a log of every such transaction
is much more dramatic.

Finally, the California court recognized the need to account for changing
technology and social norms:

Cases are legion that condemn violent searches and invasions of an
individual's right to the privacy of his dwelling. The imposition
upon privacy, although perhaps not so dramatic, may be equally
devastating when other methods are employed. Development of
photocopying machines, electronic computers and other
sophisticated instruments have accelerated the ability of government
to intrude into areas which a person normally chooses to exclude
from prying eyes and inquisitive minds. Consequently judicial
interpretations of the reach of the constitutional protection of
individual privacy must keep pace with the perils created by these
new devices.

84

Thus the Burrows analysis begins by asserting an "undeniable" truth,
but in its entirety it provides a rather rich discussion of why government
access to bank records should be restricted, and I agree with that analysis
and its conclusion. Other state and federal decisions both reiterate the
Burrows factors and introduce other relevant considerations. In all I have
identified nine factors that I believe are relevant to whether law enforcement
access should be constitutionally restricted and four considerations that I
believe are not relevant. Table I contains a list of these factors and
considerations, following which is an explanation of each. While each

society, few people can live or conduct business without a bank account." People v. Chapman, 679
P.2d 62, 67 (Cal. 1984) (describing Burrows).

82. Burrows, 529 P.2d at 596.
In the course of [banking], a depositor reveals many aspects of his personal affairs,
opinions, habits and associations. Indeed, the totality of bank records provides a virtual
current biography. While we are concerned in the present case only with bank
statements, the logical extension of the contention that the bank's ownership of records
permits free access to them by any police officer extends far beyond such statements to
checks, savings, bonds, loan applications, loan guarantees, and all papers which the
customer has supplied to the bank to facilitate the conduct of his financial affairs upon
the reasonable assumption that the information would remain confidential.

Id.
83. United States v. Miller, 425 U.S. 435 (1976).
84. Id. at 596.
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individual factor considers information essentially as disclosed, Factor 3
includes a discussion of the relevance of aggregating that information
into databanks.

TABLE I

RELEVANT FACTORS:

1. THE PURPOSE OF THE DISCLOSURE

2. THE PERSONAL NATURE OF THE INFORMATION

3. THE AMOUNT OF INFORMATION

4. THE EXPECTATIONS OF THE DISCLOSING PARTY

5. THE UNDERSTANDING OF THE THIRD PARTY

6. POSITIVE LAW GUARANTEES OF CONFIDENTIALITY

7. GOVERNMENT NEED

8. PERSONAL RECOLLECTIONS

9. CHANGING SOCIAL NORMS AND TECHNOLOGIES

IRRELEVANT CONSIDERATIONS:

1. THE FORM OF THE INFORMATION

2. THE "GOOD CITIZEN" MOTIVATION OF A THIRD PARTY

3. THE GOVERNMENT'S METHOD OF ACQUISITION

4. EXPECTATIONS CREATED BY POLICE CONDUCT

A. Factor 1. The Purpose of the Disclosure

If a disclosure is necessary to participate in society, this weighs in favor
of restricting government access. In what could be considered the most
extreme case, no disclosure is intended and the disclosure cannot reasonably
be prevented. For example, the human body and computers emit
electromagnetic radiation, but this unintended "leakage" would be costly or
impossible to prevent. 85 That a "transfer" did occur and that it could be (but
is typically not) obtained by a third party should play no role in Fourth
Amendment analysis. Taken alone, advancing technology gives no
justification for limiting or abdicating Fourth Amendment interests.86

85. See Stephen E. Henderson, Nothing New Under the Sun? A Technologically Rational
Doctrine of Fourth Amendment Search, 56 MERCER L. REV. 507, 535-36, 537-38 (2005).

86. This does not mean technology is irrelevant. It could, for example, lead to general public
consumption, see Factor 4, infra Part 1II.D, in the absence of restricting legislation, see Factor 6,
infra Part III.F.
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A less extreme case is when one desires to provide the relevant
information, but only because the third party is serving as a conduit, as when
one sends electronic mail via an Internet service provider. 87  Such a third
party has no need, or reason, to examine the content itself. Here too the
transfer should not weaken existing Fourth Amendment protections. 8 Not
only do conduits provide critical avenues of socially beneficial
communication, such as telephone, mail, and the Internet, but there is
typically a recipient for whom the content is intended, and therefore to
whom any legitimate third-party doctrine would apply. I have previously
referred to both of these limitations as a "limited" third-party doctrine. 9

A closer case is when one does desire to disclose the content, but only
because doing so is necessary to participate in ordinary society. This
necessity should weigh in favor of restricting government access. Thus in
Burrows the California Supreme Court relied on the necessity of having a
bank account,90 and when the same court was called upon to decide whether
to constitutionally restrict law enforcement access to unlisted information
disclosed to a telephone company, the court held in the affirmative:
"[D]isclosure of the information.., is not entirely volitional. Doing without
a telephone is not a realistic option for most people."9' Four justices of the

87. See Henderson, supra note 85, at 522-28.
88. The best judicial exposition of this claim is probably in State v. Hempele, 576 A.2d 793 (N.J.

1990), in which the New Jersey Supreme Court required a warrant supported by probable cause for
searches of garbage left for collection:

Conveying information to another is different from conveying an opaque bag containing
information. People do not compromise their privacy interest in the contents of a
container when they turn that container over to a third party: "Were it otherwise, a letter
or package would lose all Fourth Amendment protection when placed in a mail box or
other depository with the 'express purpose' of entrusting it to the postal officer or a
private carrier; those bailees are just as likely as trash collectors (and certainly have
greater incentive) to 'sor[t] through' the personal effects entrusted to them, 'or permi[t]
others, such as police to do so."' Materials given to public or private carriers for
delivery are constitutionally protected .... That principle suggests that garbage does not
lose constitutional protection merely because it is handed over to a collector.
Here, defendants did not inform the collector of the contents of their garbage. The only
information conveyed was the number, type, and weight of the bags.

Id. at 806-07 (quoting California v. Greenwood, 486 U.S. 35, 55 (1988) (Brennan, J., dissenting))
(other internal citations omitted).

89. Henderson, supra note 85, at 528.
90. Burrows v. Superior Court, 529 P.2d 590, 596 (Cal. 1974).
91. People v. Chapman, 679 P.2d 62, 67 (Cal. 1984) (internal quotation marks and citation

omitted). Other justices and courts have similarly relied upon the necessity of having a bank account
and telephone service. With respect to bank accounts, see People v. Jackson, 452 N.E.2d 85, 89 (111.
App. Ct. 1983) ("Since it is virtually impossible to participate in the economic life of contemporary
society without maintaining an account with a bank, opening a bank account is not entirely volitional
and should not be seen as conduct which constitutes a waiver of an expectation of privacy.") (citing
Burrows); State v. McAllister, 875 A.2d 866, 874 (N.J. 2005) ("[l]n contemporary society, it is the
rare citizen who 'socks away' cash in the proverbial mattress. Instead, citizens customarily deposit
money in bank accounts, which have become an indispensable part of modem commerce. As a
consequence, numerous participants in our nation's economic life leave behind detailed financial
dossiers."). With respect to telephone service, see Smith v. Maryland, 442 U.S. 735, 746 (Stewart,
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Washington Supreme Court would have reached a similar result with respect
to records of electricity consumption,9 2 and some courts have so held with
respect to garbage left for collection.93

Likewise, if a disclosure is for a limited purpose, this weighs in favor of
restricting unrelated access. 94  As Justice Marshall urged in his dissent in
Smith, "[p]rivacy is not a discrete commodity, possessed absolutely or not at
all. Those who disclose certain facts to a bank or phone company for a
limited business purpose need not assume that this information will be
released to other persons for other purposes." 95  Only when the

J., dissenting) ("In Katz v. United States the Court acknowledged the 'vital role that the public
telephone has come to play in private communications.' The role played by a private telephone is
even more vital .... A telephone call simply cannot be made without the use of telephone company
property and without payment to the company for the service.") (internal citation omitted). See also
id. at 750 (Marshall, J., dissenting) ("[U]nless a person is prepared to forgo use of what for many has
become a personal or professional necessity, he cannot help but accept the risk of surveillance. It is
idle to speak of 'assuming' risks in contexts where, as a practical matter, individuals have no
realistic alternative.") (internal citation omitted); People v. Sporleder, 666 P.2d 135, 141 (Colo.
1983) ("A telephone is a necessary component of modem life. It is a personal and business necessity
indispensable to one's ability to effectively communicate in today's complex society."); People v.
DeLaire, 610 N.E.2d 1277, 1282 (Ill. App. Ct. 1993) ("[The phone company] is a monopoly and a
utility, and it records customers' [dialing information] automatically and involuntarily."); State v.
Hunt, 450 A.2d 952, 955-56 (N.J. 1982) ("The telephone has become an essential instrument in
carrying on our personal affairs.").

92. See In re Maxfield, 945 P.2d 196, 200-01 (Wash. 1997). Justice Johnson, writing for four
justices who would have granted constitutional protection, asserted that "[e]lectricity, even more
than telephone service, is a 'necessary component' of modem life, pervading every aspect of an
individual's business and personal life.... A requirement of receiving this service is the disclosure
to the power company... of one's identity and the amount of electricity being used." Id.

93. See State v. Boland, 800 P.2d 1112, 1117 (Wash. 1990) ("The proper and regulated
collection of garbage, as evidenced by ordinances ... is as necessary to the proper functioning of
modem society as is the telephone company."); State v. Morris, 680 A.2d 90, 95 (Vt. 1996) ("As a
practical matter, the regulated collection of garbage is necessary for the proper functioning of our
complex society. Most people today have little choice but to place their garbage at curbside for
collection by public or private trash haulers.").

A California court held to the contrary with respect to information conveyed to a locksmith in
the context of changing the combination of a safe, asserting that such hiring of a locksmith is
"entirely volitional" because "[r]etaining a locksmith's services is certainly not a prerequisite to
participating in contemporary society." People v. Abbott, 162 Cal. App. 3d 635, 640 (1984). The
court's assertion is questionable, because having a safe (and therefore sometimes hiring a locksmith)
would seem to be essential in many contexts.

94. See Chapman, 679 P.2d at 66 ("[P]eople disclose the information contained in these records
to the bank for very limited purposes. The clear expectation is that those limits will be honored.").

95. Smith, 442 U.S. at 749 (Marshall, J., dissenting). Other courts have so held. See Hunt, 450
A.2d at 956 ("The telephone caller ... is entitled to assume that the numbers he dials in the privacy
of his home will be recorded solely for the telephone company's business purposes. . . . This
disclosure has been necessitated because of the nature of the instrumentality, but more significantly
the disclosure has been made for a limited business purpose and not for release to other persons for
other reasons."); Mont. Human Rights Div. v. City of Billings, 649 P.2d 1283, 1288 (Mont. 1982)
("The [state] argues that because an employee knows information concerning his employment may



government's motivation to access information is related to the purpose of
disclosure does this weigh in favor of unrestricted access. Thus the Supreme
Court of Pennsylvania refused to restrict law enforcement access to
information given to an insurance company in the course of an arson claim
investigation, because the purpose of that investigation was to determine
whether the insured was entitled to payment, necessarily including whether
the insured committed a criminal act. 96 And the Washington Supreme Court
refused to restrict access to driver's license records, explaining that "in this
case the government is accessing records kept by a government entity
expressly for use by that agency and law enforcement., 97

However, the government cannot use this as a loophole to acquire all
sorts of information in lieu of traditional investigation. If the third party
obtaining the information is effectively law enforcement, or if that party is
obtaining or retaining the information for law enforcement, and it is obtained
or retained solely for a law enforcement purpose, unfettered collection
and/or access is likely to be unreasonable. Hence in Ferguson v. City of
Charleston,98 a hospital urine test was an unconstitutional search where the
hospital administration had worked closely with the police in crafting a drug
testing regime that relied upon threats of criminal prosecution.99 The
decision is consistent with a "necessary to disclose" or "limited purpose"
criterion,100 but it also demonstrates that law enforcement will not be
permitted to take advantage of a sham third-party transfer. Although three
dissenters argued that the holding was contrary to the established third-party
doctrine,' 0 ' the majority was right to consider government involvement in
the transfer, and it should have played a similar role in United States v.
Miller (in which banks were required by federal statute to retain the relevant
banking records precisely because they were often useful in criminal and

be sought by prospective employers in the future, he may not reasonably expect it will never be
divulged to anyone else. It may well be unreasonable for an employee to expect that this
information will never be divulged to prospective employers. It does not necessarily follow that,
therefore, this information is unprotected by the right of privacy under all other circumstances ....
The right of privacy turns on the reasonableness of the expectation, which may vary, even regarding
the same information and the same recipient of that information.").

96. Commonwealth v. Efaw, 774 A.2d 735,738-39 (Pa. 2001).
97. State v. McKinney, 60 P.3d 46, 50-51 (Wash. 2002); accord State v. Richter, 765 A.2d 687,

688 (N.H. 2000).
98. 532 U.S. 67 (2001).
99. Id. at 81-85.

100. For an illuminating argument in this regard, see Joseph T. Thai, Is Data Mining Ever a
Search Under Justice Stevens's Fourth Amendment?, 74 FORDHAM L. REv. 1731, 1746-50 (2006).
Perhaps as to the drug information the transfer could also be considered "unintended leakage" that
would be difficult or impossible to prevent, in that it was information the patient did not wish to
disclose to anyone, including the physician. The physiology of the human body dictated that in
giving what information was desired, this information was necessarily communicated as well.

101. Ferguson, 532 U.S. at 94-95 (Scalia, J., dissenting).
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civil investigations) 0 2 and California v. Greenwood (in which homeowners
were required to dispose of their garbage via an authorized collector).0 3

Thus, if the government decides to require that Internet service providers
retain records,'04 that requirement would weigh in favor of constitutionally
restricting government access.

B. Factor 2. The Personal Nature of the Information

There is a definite benefit to a legal rule that does not require courts to
distinguish between "more personal" and "less personal" information. It
will often be contentious which of two things is more personal and, if so,
whether there is a significant enough difference to affect the legal rule.'1 5

Thus it is not surprising that the Supreme Court in Kyllo v. United States10 6

refused to develop "a jurisprudence specifying which home activities are
'intimate' and which are not."'0 7 But the Court was only able to decline
such a jurisprudence because it could hold that the use of sense-enhancing
technology to determine any information regarding the interior of the home
constitutes a search typically requiring a warrant supported by probable
cause. 10 8  Because it would unduly cripple law enforcement to apply the
same rule to all third-party information outside of the home, it is impossible
to avoid making distinctions based on the personal nature of information. 09

102. See United States v. Miller, 425 U.S. 435, 436, 443 (1976); Cal. Bankers Assn. v. Schultz,
416 U.S. 21, 26 (1974).

103. See California v. Greenwood, 486 U.S. 35, 54-55 (1988) (Brennan, J., dissenting).
104. See supra notes 33-37 and accompanying text.
105. Privacy is a complicated notion, and for a court to distinguish among different types of

information it will have to adopt a conception of what is "more personal." As Professor Solove has
demonstrated, different constructions of privacy are commonplace, see Daniel J. Solove,
Conceptualizing Privacy, 90 CAL. L. REV. 1087 (2002), and I certainly do not minimize the difficult
questions this engenders. Although it is unusual, courts will sometimes take a stab at articulating a
conception. See, e.g., Shaktman v. State, 553 So. 2d 148, 150-51 (Fla. 1989) (requiring judicial
determination of reasonable suspicion for installation of pen register). "[The Florida constitutional]
right ensures that individuals are able to determine for themselves when, how and to what extent
information about them is communicated to others. One of its ultimate goals is to foster the
independence and individualism which is a distinguishing mark of our society and which can thrive
only by assuring a zone of privacy into which not even government may intrude without invitation or
consent .... A fundamental aspect of personhood's integrity is the power to control what we shall
reveal about our intimate selves, to whom, and for what purpose." Id. (internal citations and
quotation marks omitted).

106. 533 U.S. 27 (2001).
107. Id. at 38-39.
108. Id. at 34.
109. The other bright-line alternative, requiring little or no justification for access to all third-party

information, is just as unacceptable to legitimate privacy interests.

993



Some information provided to third parties is so banal that there should
be no restriction on government access. Thus, the Supreme Court of
Pennsylvania refused to restrict government access to name and address
information held by a bank, despite that court's policy of generally
restricting access to bank records: "A person's name and address do not, by
themselves, reveal anything concerning his personal affairs, opinions, habits,
or associations."' 11 Other courts have held that the same is true of power
consumption records... and driver's license records." 2 The opposite is true
of garbage left for collection, and several courts have relied on this personal
nature in granting it constitutional protection. " 3

110. Commonwealth v. Duncan, 817 A.2d 455, 463 (Pa. 2003) (internal quotation marks omitted);
accord State v. Chryst, 793 P.2d 538, 542 (Alaska Ct. App. 1990) (refusing to restrict government
access to name and address information held by utility company); State v. Faydo, 846 P.2d 539, 541
(Wash. Ct. App. 1993) (refusing to restrict government access to name held by phone company
because "[h]is identity is not 'private' in the same sense as is a record of the phone numbers dialed
on a subscriber's phone").

Some courts have restricted access to unlisted name and address information. See, e.g., People
v. Chapman, 679 P.2d 62, 71 (Cal. 1984); State v. Butterworth, 737 P.2d 1297, 1301 (Wash. Ct.
App. 1987). The distinction is probably not how personal the information is-although perhaps that
does vary when a telephone number is affirmatively not disclosed-but rather that other factors
come into play, such as contractual guarantees and a disclosing party's expectations. See Factor 4,
infra Part III.D; Factor 5, infra Part III.E; Factor 6, infra Part III.F.

111. In re Maxfield, 945 P.2d 196, 207 (Wash. 1997) (Guy, J., dissenting) (Justice Guy wrote for
a majority of five justices refusing to restrict access to power consumption information: "A
statement that power consumption at a particular address appears to be high discloses no discrete
information about an individual's activities, not even the individual's name.... The information did
not provide any intimate details of the [defendants'] lives or identify their friends or political and
business associates. Electrical consumption information, unlike telephone or bank records or
garbage, does not reveal discrete information about a customer's activities."); State v. Kluss, 867
P.2d 247, 254 (Idaho Ct. App. 1993); People v. Dunkin, 888 P.2d 305, 308 (Colo. Ct. App. 1994)
(adopting reasoning of Kluss); Samson v. State, 919 P.2d 171, 173 (Alaska Ct. App. 1996).
Although it left the ultimate issue undecided, the New Jersey Supreme Court recently recognized
this distinction as well. See State v. Domicz, 907 A.2d 395, 403 (N.J. 2006).

112. State v. McKinney, 60 P.3d 46, 51 (Wash. 2002) ("[T]he information kept in the drivers'
license records does not reveal intimate details of the defendants' lives, their activities, or the
identity of their friends or political and business associates. The only information accessed by police
from the . . . records were the names and addresses of the registered owners associated with license
plate numbers, physical descriptions, and license status.").

113. State v. Granville, 142 P.3d 933, 941 (N.M. Ct. App. 2006) ("The contents of a person's
garbage are evidence of his most private traits and intimate affairs. A search of one's garbage can
reveal eating, reading, and recreational habits; sexual and personal hygiene practices; information
about one's health, finances, and professional status; details regarding political preferences and
romantic and other personal relationships; and a person's own private thoughts, activities, beliefs,
and associations. Almost every human activity ultimately manifests itself in waste products, and any
individual may understandably wish to maintain the confidentiality of his refuse.") (internal
quotation marks and citation omitted), cert. granted, 2006 N.M. Lexis 379 (Aug. 22, 2006) (No.
29,890); State v. Tanaka, 701 P.2d 1274, 1276-77 (Haw. 1985); Hempele, 576 A.2d at 802-03; State
v. Morris, 680 A.2d 90, 94 (Vt. 1996); see also People v. Hillman, 834 P.2d 1271, 1281 (Colo. 1992)
(Quinn, J., dissenting). The intimate nature of our garbage is well demonstrated by an Oregon
investigation in which police utilized a garbage pull to obtain a blood-soaked tampon which they
tested for drugs, DNA, and seminal fluid. See State v. Galloway, 109 P.3d 383, 384 (Or. Ct. App.
2005). Cf People v. Abbott, 162 Cal. App. 3d 635, 640 (Cal. Ct. App. 1984) ("Dealing with a
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Illinois employs a bifurcated approach that explicitly requires courts to
distinguish between and among information based on its "private" nature.
Illinois' constitutional analog is textually similar to the Fourth Amendment
with the addition of explicit protection against "invasions of privacy."'' 4

The courts therefore apply a "limited lockstep" approach for "ordinary"
search and seizure situations," 5 but grant greater protection than the Fourth
Amendment when the government seeks to acquire "private records or
documents or information of the type typically contained therein."'" 6

Therefore not all third-party information will be protected, but only that
deemed sufficiently private, and increasing restrictions will be imposed as
the government seeks increasingly personal information." 7

The Fourth Amendment should likewise account for this differing
personal nature. Of course it does not follow that there must be a different
standard for every different type of information. Large classes of
information may be able to be considered together, such as the recognized
distinction between less personal internal records of business organizations
and their more personal private counterparts.

C. Factor 3. The Amount of Information

Although it may be difficult to determine which of two types of
information is more personal, it should be less controversial to assert that it
is a greater invasion to obtain them both. Although it does not necessarily
follow that the difference is sufficient to justify a greater government
restraint, it is clear one relevant factor is the amount of information the
government wishes to acquire. It was important to the Burrows court that
"the totality of bank records provides a virtual current biography,""1l 9 and

locksmith, one does not reveal many aspects of his [or her] personal affairs, opinions, habits, and
associations.") (internal quotation marks omitted).

114. ILL. CONST. art. I, § 6.
115. See People v. Caballes, 851 N.E.2d 26, 44 (Il. 2006).
116. Id.at52-53.
117. Id. at 49. Thus in a non-third-party context in which a grand jury was seeking varied

information from a suspect, the Illinois Supreme Court "established a continuum of privacy
protections-from mere relevance, to relevance plus individualized suspicion, to probable cause-
depending on the degree of intrusiveness of the grand jury's inquiry." Id.

118. See Slobogin, supra note 9, at 170-73 (describing and agreeing with the Supreme Court's
differentiation).

119. Burrows v. Superior Court, 529 P.2d 590, 596 (Cal. 1974); see also People v. Blair, 602 P.2d
738, 745 (Cal. 1979) (noting that credit card statements can similarly provide a "virtual current
biography"). Cf People v. Abbott, 162 Cal. App. 3d 635, 640 ("We cannot conclude the location of
a safe has anything to do with providing government a 'virtual current biography."').



other courts have followed suit with respect to searches of bank records120

and telephone dialing records,' 2
1 location tracking, 2 2 garbage pulls, 13 and

searches of employment records.12 4  Illinois courts have expressed the
concern that absent constitutional constraint the government would establish
a "general information bank" into which more and more information could
be stored. 1

25

This factor is intimately tied to the previous one, because typically the
more information that is obtained, the more the government will be able to

120. People v. Jackson, 452 N.E.2d 85, 89 (Ill. App. Ct. 1983) ("We believe that it is reasonable
for our citizens to expect that their bank records will be protected from disclosure because in the
course of bank dealings, a depositor reveals many aspects of her personal affairs, opinion, habit and
associations which provide a current biography of her activities."); State v. McAllister, 875 A.2d
866, 874 (N.J. 2005) ("[Blank records are simply a collection of numbers, symbols, dates, and
tables. They are a veritable chronicle of the mundane .... However, when compiled and indexed,
individually trivial transactions take on a far greater significance.. . . 'Indeed, the totality of bank
records provides a virtual current biography."') (quoting Burrows, 529 P.2d at 596); State v.
Domicz, 907 A.2d 395, 403 (N.J. 2006) (distinguishing bank records from utility records on this
basis).

121. People v. DeLaire, 610 N.E.2d 1277, 1282 (111. App. Ct. 1993) ("[T]he [dialing] records
revealed personal associations and dealings which create a 'biography' which should not be subject
to an unreasonable search or seizure."); People v. Sporleder, 666 P.2d 135, 142 (Colo. 1983) ("[A]
pen register record holds out the prospect of an even greater intrusion in privacy when the record
itself is acquired by the government, which has a technological capacity to convert basic data into a
virtual mosaic of a person's life.").

122. People v. Oates, 698 P.2d 811, 817 (Colo. 1985) ("Knowing the movements of an item and
its possessor may permit the government to reconstruct a virtual mosaic of a person's life, including
one's habits, habitats and associates.") (internal quotation marks and citation omitted); State v.
Jackson, 76 P.3d 217, 223 (Wash. 2003) ("Moreover, the intrusion into private affairs made possible
with a GPS device is quite extensive as the information obtained can disclose a great deal about an
individual's life. For example, the device can provide a detailed record of travel to doctors' offices,
banks, gambling casinos, tanning salons, places of worship, political party meetings, bars, grocery
stores, exercise gyms, places where children are dropped off for school, play, or day care, the upper
scale restaurant and the fast food restaurant, the strip club, the opera, the baseball game, the 'wrong'
side of town, the family planning clinic, the labor rally. In this age, vehicles are used to take people
to a vast number of places that can reveal preferences, alignments, associations, personal ails and
foibles. The GPS tracking devices record all of these travels, and thus can provide a detailed picture
of one's life.").

123. State v. Hempele, 576 A.2d 793, 802-03 (N.J. 1990) ("A plethora of personal information
can be culled from garbage.").

124. Mont. Human Rights Div. v. City of Billings, 649 P.2d 1283, 1287 (Mont. 1982)
("Employment records would reasonably contain, among less sensitive information, references to
family problems, health problems, past and present employers' criticism and observations, military
records, scores from IQ tests and performance tests, prison records, drug or alcohol problems, and
other matters, many of which most individuals would not willingly disclose publicly.").

125. People v. Caballes, 851 N.E.2d 26, 47 (Ill. 2006) ("The clause creating an additional right to
privacy ... was added to [the state analog] in response to a concern that the government might use
newly available technology to develop 'a general information bank' that would collect and monitor
personal information."); Small v. Kusper, 513 N.E.2d 1108, 1110 (Ill. App. Ct. 1987) ("[W]e have
now the concept of a general information bank whereby the state government or the federal
government can take certain pertinent information about each and every one of us based on, for
instance, our social security number-know our weight, height, family ages, various things about
us-and this ... was not acceptable to the majority of our committee in approving [the additional
right].")
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discern about the target's life, and therefore the more personal the
information considered in totality. Thus the Washington Supreme Court has
"noted that the nature and extent of information obtained by the police... is
relevant." 126  The two factors are complementary, and often will be
applied together.

So far this assumes that police are requesting data relating to a single
person from the third party to which it was disclosed, and that the third party
need not sort through other information to produce it. To produce a
suspect's bank statements a bank need not sort through unrelated
information on the suspect, nor banking or other information relating to
other persons, because the bank already catalogs the relevant information by
individual. Thus the type and amount of information are readily discerned.
However, none of these constraints are necessarily true of a government
request.

What if police want to know who received deposits of $100,000 or more
in the last year, or the names of all people purchasing Bruno Magli shoes?
Is the "amount" of information greater? In one sense, the answer must be in
the affirmative. It is intrusive of more persons' privacy to obtain a list of all
persons who have purchased such shoes than to inquire whether one
particular person has made such a purchase. But it is also a more focused
inquiry. Rather than request all records relating to a single person, the police
have requested information on one particular transaction. I believe both
considerations are relevant and that courts should be willing to
constitutionally regulate such "event-based" searches. 127  Obviously police
cannot be required to have or demonstrate a belief that a known person
committed an offense, as that is what this type of search is intended to yield.
But courts can require that police have reason to believe a crime has been
committed and that the information will assist in that investigation.'28

What if police want to know whether a particular suspect received a
large deposit within the past year, purchased Bruno Magli shoes, and had
cellular service? If three officers split the tasks, one traveling to the bank,
one to the shoe store, and one to the phone company, the "type" and

126. Jackson, 76 P.3d at 222 (emphasis added).
127. I take the term "event-based" from Professor Slobogin, whose proposal I consider infra Part

IV. The alternative is the "target-based" search, in which police seek information relating to a
known person.

128. Thus where police require evidence (such as a DNA sample) from a non-supect to prove a
suspect's guilt, courts have required that the government demonstrate "probable cause to believe a
crime was committed, and that the sample will probably provide evidence relevant to the question of
the [suspect's] guilt." Commonwealth v. Draheim, 849 N.E.2d 823, 829 (Mass. 2006).
Massachusetts courts also consider "the seriousness of the crime, the importance of the evidence,
and the unavailability of less intrusive means of obtaining it ... " Id.
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"amount" of information is clear in each case, and the requisite restraint
might vary accordingly. Imagine that there becomes a single source from
which police can obtain all three pieces of information, either a private or
government data broker. Obviously the restraint on utilizing that service
cannot be less than the greatest individual restraint on the three independent
acquisitions. But could it ever be more? I believe it could on appropriate
facts. The acquisition of a large amount of individually-less-intrusive
information might go a long way to creating a "virtual current biography."
That police could avoid such an "extra" restraint by compiling the
information from disparate sources is not troubling, because there are
resource constraints limiting such multiple acquisitions. 129

Finally, what if the police seek very limited information, but its
derivation requires mining significant information? Government entities and
private companies are developing massive databases that aggregate diverse
and disparate information on vast numbers of people. 3 0 If the broker uses
artificial intelligence software to compile a list of suspects based on known
facts of a crime,"' is the search minimally intrusive because it yields only
names and addresses, which are typically unprotected? Or is it instead
dispositive that the system searched through real estate, banking, credit card,
retail, and other records?

Typically we are concerned about searches because of the information
they look through, not because of the information they seek. Although
search and seizure jurisprudence no longer has a "mere evidence"
limitation, 132 it is of course still commonplace to search for fruits of crime,
contraband, and instrumentalities of crime. It is not those things that are
private, but rather what the police might have to look through to find them.
Thus searching for a gun in a home is more restricted than searching for a
gun in a car, only the former being protected by a warrant requirement. 133

The gun does not become more private upon entering the home; instead
what would be searched through in order to locate the gun is considered
more private. Thus if police want to search through private information, it is
the characteristics of that information (via the factors discussed in this
article) that are to be considered in formulating the requisite
government restraint.

129. See William J. Stuntz, The Distribution of Fourth Amendment Privacy, 67 GEO. WASH. L.
REv. 1265, 1277 (1999) (recognizing both resource and legal restraints on police conduct).

130. See generally ROBERT O'HARROW, JR., No PLACE TO HIDE (2005) (describing in significant
detail the rise of the modem data broker); Henderson, supra note 7, at 390-92; Thai, supra note 100,
at 1736-41.

131. For a description of such software in action see O'HARROW, supra note 130, at 56-57,
100-02.

132. Warden v. Hayden, 387 U.S. 294, 301-02, 309-10 (1967).
133. See Payton v. New York, 445 U.S. 573, 602-03 (1980) (generally requiring warrant supported

by probable cause for entrance to home); California v. Acevedo, 500 U.S. 565, 579 (1991) (requiring
only probable cause to search automobile).
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The one exception to this rule is reflected in existing jurisprudence.
Although a canine sniff might search "through" private things (by detecting
odors that emanate from them), an accurate sniff detects only contraband. 3 4

Humans gain no information about other contents, neither through direct
exposure nor indirectly through knowledge of a search algorithm combined
with the results it produced. Thus it is not surprising that some states that
have rejected the federal third-party doctrine nonetheless have agreed that a
dog sniff of inanimate objects does not constitute a search. 3 5

D. Factor 4. The Expectations of the Disclosing Party

According to the Supreme Court, Fourth Amendment protections
depend upon expectations of privacy, and, as discussed above, 136

"[e]xpectations of privacy are established by general social norms"' 3 7 or
"societal understanding[s]. '' 3 8 Thus in initially refusing to find a reasonable
expectation of privacy in a workplace computer, the Ninth Circuit looked to
the prevalence of workplace monitoring and concluded that "[s]ocial norms
suggest that employees are not entitled to privacy in the use of workplace
computers . . . ".139 Although I am not in favor of the duplicative
expectation of privacy framework, 40  I agree that one factor in the
reasonableness inquiry should be what persons typically expect when
making the relevant disclosure. 141

134. See United States v. Place, 462 U.S. 696, 707 (1983) (holding canine sniff does not constitute
a Fourth Amendment search); Illinois v. Caballes, 543 U.S. 405, 409 (2005) (same).

135. E.g., State v. Scheetz, 950 P.2d 722, 727-28 (Mont. 1997) (sniff of luggage); People v.
Mayberry, 644 P.2d 810 (Cal. 1982) (sniff of luggage); People v. Caballes, 851 N.E.2d 26, 55 (I11.
2006) (sniff of vehicle exterior); State v. Cancel, 607 A.2d 199, 203 (N.J. Super. Ct. App. Div. 1992)
(sniff of luggage). Other jurisdictions nonetheless deem canine sniffs to be regulated searches, but
typically allow them upon reasonable suspicion given their "inherently less intrusive" nature. See,
e.g., Commonwealth v. Rogers, 849 A.2d 1185, 1190-91 (Pa. 2004).

136. See supra note 54 and accompanying text.
137. Robbins v. California, 453 U.S. 420, 428 (1981) (plurality opinion), overruled on other

grounds, United States v. Ross, 456 U.S. 798 (1982).
138. California v. Greenwood, 486 U.S. 35, 43 (1988).
139. United States v. Ziegler, 456 F.3d 1138, 1145-46 (9th Cir. 2006). Given Supreme Court

jurisprudence that an employee has a reasonable expectation of privacy in an office, however, the
Ninth Circuit panel withdrew this opinion, held that the employee did have an expectation of
privacy, and instead permitted the search based on employer consent. United States v. Ziegler, 474
F.3d 1184 (9th Cir. 2007).

140. I am in favor of a dictionary definition of "search" accompanied by an encompassing
"reasonableness" determination. The current formulation instead artificially restricts the definition
of "search" but smuggles a portion of the reasonableness determination into the "reasonable
expectation of privacy" criterion. See Henderson, supra note 85, at 544-46.

141. However, even a negative expectation (meaning people do not expect information to remain
private) should not necessarily be determinative. The last five years have made it is easy to see how,
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I part with the High Court, however, on its refusal to determine those
expectations in any rational manner. Rather than grapple with the
complications of surveys or other evidence, the Court has been content to
declare societal expectations without any foundation or support. Even if it
were true that "subjective expectations cannot be scientifically gauged,"' 142

surely the attempt would come closer to the mark than Justices reading
phone books and asserting what people take from that text 143 or merely
assuming how people react when faced with conflicting invitations to enter a
dwelling. 144  Either courts should look to academic empirical studies like
those done by Professor Slobogin 45 (in which case we need more like
them), or litigants should prepare relevant surveys as they do in other areas
of law, such as trademark. Ideally both should occur.

The Court has engaged in a limited form of empirics in that it will look
to the decisions of state and lower federal courts. For example, in holding
that there is no Fourth Amendment protection for garbage left for collection,
the Court relied in part on "the unanimous rejection of similar claims by the

in a world of significant danger and aggressive police, people might begin to expect less than they
should of a democratic society.

It is always somewhat dangerous to ground exceptions to constitutional protections in the
social norms of a given historical moment. The purpose of the Fourth Amendment's
requirement of reasonableness "is to preserve that degree of respect for the privacy of
persons and the inviolability of their property that existed when the provision was
adopted--even if a later, less virtuous age should become accustomed to considering all
sorts of intrusion 'reasonable."'

Richard v. Wisconsin, 520 U.S. 385, 392 n.4 (1997) (quoting Minnesota v. Dickerson, 508 U.S. 366,
380 (1993) (Scalia, J., concurring)).

Although I deem current expectations relevant, Justice Harlan was correct that "[s]ince it is the
task of the law to form and project, as well as mirror and reflect, we should not ... merely recite the
expectations and risks without examining the desirability of saddling them upon society." United
States v. White, 401 U.S. 745, 786 (Harlan, J., dissenting); accord Smith v. Maryland, 442 U.S. 735,
750 (1979) (Marshall, J., dissenting) ("In my view, whether privacy expectations are legitimate
within the meaning of Katz depends not on the risks an individual can be presumed to accept when
imparting information to third parties, but on the risks he should be forced to assume in a free and
open society."); State v. Butterworth, 737 P.2d 1297, 1298-99 (Wash. Ct. App. 1987) ("The privacy
protections of our state constitution encompass more than the defendant's merely subjective
expectations, which may depend on such things as advances in surveillance technology, and may,
moreover, be subject to manipulation by police and other agents of the state. Instead, the appropriate
analysis ... focuses on those privacy interests which citizens of this state have held, and should be
entitled to hold, safe from governmental trespass absent a warrant.") (internal citation and quotation
marks omitted). To the extent people's expectations are formed by police conduct, see infra Part
III.M.

142. Smith, 442 U.S. at 743.
143. See id. at 742-43 (concluding that telephone users "typically know" information such that

they do not harbor any expectation that the numbers they dial will remain private). Justice Marshall
chided the majority for this baseless assertion: "Lacking the Court's apparently exhaustive
knowledge of this Nation's telephone books and the reading habits of telephone subscribers .... I
decline to assume general public awareness of how obscene phone calls are traced." Id. at 749 n.1
(Marshall, J., dissenting).

144. See supra note 57 and accompanying text.
145. See Slobogin & Schumacher, supra note 58; Slobogin, supra note 58.
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Federal Courts of Appeals" and a similar rejection by "the vast majority" of
state appellate courts. 4 6 Of course, for this type of "empirical analysis" to
be sound, those state and federal decisions should be based on more than
mere judicial assertion, and they typically are not. For example, when New
Jersey diverged from the federal doctrine, the court asserted that "many
would be upset to see a neighbor or stranger sifting through their
garbage." 14' This is my intuition and experience as well, but neither is a
satisfactory ground for asserting what is the typical societal expectation.

A related inquiry that should be reflected in the results of an empirical
study is whether information is accessible to, and accessed by, private
persons. If unrelated private parties routinely access the relevant
information, perhaps because it is in plain view in an area they frequent,
because they carry a certain device, 48 or because they look up certain
information on the Internet, then I agree with the Court that police officers
need not "shield their eyes"'' 49 from that same information. The paradigm of
this category might be name and address information 5 or vehicle license
plates. 15' Both types of information are routinely acquired by the public,
and hence there is no restriction on law enforcement doing the same. Thus
the Kyllo Court was right to consider "general public use" when deciding
whether to restrict government use of technologies, 5 2 despite its having

146. California v. Greenwood, 486 U.S. 35, 41-42 (1988). For three other examples of the
Supreme Court looking to state decisions and trends therein, see Henderson, supra note 7, at 374-75.

147. State v. Hempele, 576 A.2d 793, 803 (N.J. 1990). This type of assertion is not at all unusual.
Note the similarly unfounded assertion in the Montana Supreme Court's grant of constitutional
protection to employer records: "[Wihile, as far as we know, [the employers] gave their employees
no specific assurances of confidentiality, we believe that employees would reasonably expect such
communication normally would be kept confidential." Mont. Human Rights Div. v. City of Billings,
649 P.2d 1283, 1287-88 (Mont. 1982). How do they know?

148. For example, a thermal imager, see Kyllo v. United States, 533 U.S. 27, 29-30 (2001), or a
passive millimeter wave camera, see Henderson, supra note 85, at 535-36.

149. Kyllo, 533 U.S. at 32 (quoting California v. Ciraolo, 476 U.S. 207, 213 (1986)).
150. See Commonwealth v. Duncan, 817 A.2d 455, 465-66 (Pa. 2003) ("[Ilt is all but impossible

to live in our current society without repeated disclosure of one's name and address, both privately
and publicly .... In this day and age where people routinely disclose their names and addresses to all
manner of public and private entities, this information often appears in government records,
telephone directories, and numerous other documents that are readily accessible to the public, and
where customer lists are regularly sold to marketing firms and other businesses, an individual cannot
reasonably expect that his identity and home address will remain secret .... "); accord State v.
Chryst, 793 P.2d 538, 542 (Alaska App. 1990) (refusing to restrict government access to name and
address information held by utility company); State v. Faydo, 846 P.2d 539, 541 (Wash. Ct. App.
1993) (refusing to restrict government access to name held by phone company).

151. See State v. Richter, 765 A.2d 687, 688 (N.H. 2000) (allowing random computer checks of
license plates so read).

152. Kyllo, 533 U.S. at 40 (holding that "[w]here... the Government uses a device that is not in
general public use, to explore details of the home that would previously have been unknowable
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